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(54) REMOTE POWER SUPPLY CONTROLLER FOR COMMUNICATION NETWORK 

(57)Abstract: 

PURPOSE:, To attain remote control at any time for a power supply of a 
server by using a usual frame from each client: 
CONSTITUTION: A communication controller 6 in a server is always 
energized and discriminates whether or not a protocol type is a protocol 
RARP to convert a physical address specific to a client into a logical address 
upon the receipt of a frame from the client and discriminates whether or not 
a physical address of a sender in the frame is also in existence in the 
physical address registered in a memory 1 1 when the protocol is the RARP. 
When in existence, the communication controller 6 commands application 
of power to a power supply controller 5 in the server. 
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♦NOTICES* 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1 . This document has been translated by computer. So the translation may not reflect the original precisely. 

2 **** s hows the word which can not be translated. 

3 .In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] The communication network which connected two or more clients to the server which has the communication 
controller and arithmetic sequence unit which are characterized by providing the following, main storage, a power supply, and 
power control through the communication line. A storage means to memorize the physical address on each communication of 
the aforementioned server's subordinate's client to the aforementioned communication controller. A protocol discernment 
means to discriminate whether the frame is set as the protocol for changing the physical address on communication peculiar to 
a client into the logical address when the aforementioned communication line is supervised and the frame from the 
aforementioned client is received while the aforementioned power supply was not switched on. An address discernment means 
to discriminate whether the physical address set as the frame which carried out [ aforementioned ] reception is in the 
aforementioned storage means when it judges that it is the protocol to which this protocol discernment means corresponds. A 
powering-on directions means to direct the injection of the aforementioned power supply to the aforementioned power control 
when it is judged as those with a physical address to which this address discernment means corresponds. 
[Claim 2] When the aforementioned power supply is switched on, the aforementioned server is constituted so that an operating 
system may start automatically, and he puts under the operating system control after the starting, any of all subordinates' client 
- although, while performing shutdown processing automatically, when are not logged in and it checks Remote power control 
of the communication network according to claim 1 equipped with an automatic shutdown processing means to permit 
powering on by the control from the aforementioned communication controller after directing interception of the 
aforementioned power supply to the aforementioned power control. 

[Claim 3] It is the remote power control of the communication network according to claim 1 have an unusual shutdown 
processing means permit powering on by the control from the aforementioned communication controller after directing 
interception of the aforementioned power supply to the aforementioned power control while performing shutdown processing 
automatically when the aforementioned server is constituted so that an operating system may start automatically when the 
aforementioned power supply is switched on, and an abnormal condition is detected under the operating system control after 
the starting. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Industrial Application] this invention relates to the remote power control which can switch on a server's power supply at any 
time by remote control from a client side in the closed region communication network which connected two or more clients 
(communication terminal) to the server through the communication line. 
[0002] 

[Description of the Prior Art] As a method of controlling a server's powering on (power-on) by the simple substance, 
conventionally How to operate the key prepared in a server's control panel, and for the power control in a server detect the 
signal by the key stroke, and act as powering on. How to switch on a power supply, when a clock is built in a server's power 
control, power control compares the appointed time with an internal clock periodically and the appointed time comes, CD of 
the circuit of a certain specification and CI signal are supervised, and they are CD (Carrier-Detect) of the circuit, and CI 
(Call-Indication). When the signal became active, there was the method of switching on a power supply. 
[0003] However, there was troublesomeness to which even the server in the distant place has to go and the user himself who is 
going to use a communication network first has to do the direct control of the key by the method of operating a key, by the 
method by the time designated, powering on was decided by time and there was a fault which can carry out powering on only 
from a specific circuit by the method by the specification circuit. 

[0004] moreover, as a method of controlling a server's power supply by communication system The method of putting power 
control on the exterior of each remote node, and controlling powering on and interception of a remote node automatically from 
a centralized-control node through the communication line, The unattended operation equipment connected to the 
communication line by supervising the powering-on state of a workstation The method of controlling the power supply of the 
control unit of a workstation from a remote workstation, The way it switches on a power supply when the always in a server 
energized communication controller detects the frame (wording of a telegram) of ****** sent through the communication line, 
The method of switching on a power supply only by having detected that the frame existed on the communication line, There 
were a way the power control station connected to the communication line controls the power supply of a specification 
workstation and a peripheral device by the message from the outside, and a way the communication controller in a server 
received the power control instructions from other equipments, and switched on a power supply. 

[0005] however, the equipment only for power control with the method of controlling intensively and the circuit of exclusive 
use — being required — in addition, there was a problem also in respect of reliability Moreover, by the method of acting as 
powering on only with a frame existing on the communication line, there was a problem which starts even when a server does 
not need to stand up, and by the method of using the frame for power control instructions, in order to use the frame of 
exclusive use, there was an inapplicable problem in a general network. 
[0006] 

[Problem(s) to be Solved by the Invention] The purpose of this invention solves the above troubles and is to be able to be made 
to carry out to at any time remote control of a server's power supply from each client using the usual frame. 

;ooo7] 

Means for Solving the Problem] this invention is characterized by equipping a server's communication controller with a means 
ike ** to ** of a degree in the communication network which connected two or more clients to the server which has a 
communication controller, an arithmetic sequence unit, main storage, a power supply, and power control through the 
communication line. 

** A storage means to memorize the physical address on each communication of the aforementioned server's subordinate's 
client. 

** A protocol discernment means to discriminate whether the frame is set as the protocol for changing the physical address on 
communication peculiar to a client into the logical address when the aforementioned communication line is supervised and the 
frame from the aforementioned client is received while the aforementioned power supply was not switched on. 
** An address discernment means to discriminate whether the physical address set as the frame which carried out 
-aforementioned ]-reeeption-is in-the aforementioned-storage means — 
discernment means corresponds. 

** A powering-on directions means to direct the injection of the aforementioned power supply to the aforementioned power 

control when it is judged as those with a physical address to which this address discernment means corresponds. 

[0008] 

[Function] If the communication controller in a server is always energized and the frame from a client is received, it judges 
whether it is RARP (Reverse- Address-Resolution-Protocol) which is a protocol for the protocol type changing a physical 
address peculiar to a client into the logical address, and if it is RARP, it will judge whether it exists in the physical address by 
which it is registered into the server, the physical address, i.e., the MAC (Medium- Access-Control) address, of frame 
dispatch-origin. And if there is a match, the communication controller in a server will direct powering on to power control. 
[0009] . 

[Example] Next, the example of this invention is explained with reference to a drawing. Drawing 1 shows the outline 
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connection composition of a part of communication network with which this invention is applied, and means that two or more 
clients 2 of the subordinate are connected through a communication network 3 to one set of a server 1 . Drawing 2 showed a 
server's 1 composition, was equipped with a power supply 4, power control 5, a communication controller 6, an arithmetic 
sequence unit 7, and main storage 8, and is further equipped also with external storage 9 if needed. Drawing 3 shows the 
example of 1 composition of the communication controller 6 in a server 1, and consists of a microcontroller 10, the memory 1 1 
which memorizes the information about a subordinate's client etc., such as non-volatile memory, EEPROM, and a flash 
memory, a network interface 12 between the communication lines 3, a power control interface 1 3 between power control 5, 
and a local bus interface 15 between local buses 14. - 

[0010] Now, i n drawing 1 , operation is explained as what accesses the server 1 (henceforth a boot server) which has 
jurisdiction [ it J trom a certain client (henceforth a diskless client) 2 without the storage which memorizes an operating system. 

[001 1] Since the diskless client 2 does not have an operating system by itself, it must boot an operating system from the boot 
server 1 . For that purpose, the diskless client 2 is peculiar to IP (Internet-Protocol) address which is the logical address on its 
own communication, the boot server's 1 IP address, and the physical address on communication, i.e:, each communication 
controller, and must know the Media Access Control Address (Ethernet address) which is the numeric value expressed by 6 
bytes (48 bits) physically set up at the time of factory shipments. However, since the diskless client 2 knows only its own 
Media Access Control Address, in order to acquire its own DP address from the boot server 1, the protocol which changes the 
Media Access Control Address which is a physical address on communication into the IP address which is the logical address 
on communication is used. There is RARP as the general protocol. In this case, the boot server 1 has to be performing rarpd 
(reverse-address-resolution-protocol-demon) which is a program for it, in order to receive the RARP demand from the diskless 
client 2 and to answer. 

[0012] Then, the diskless client 2 broadcasts the frame (Ethernet Frame) of a format as shown on the communication line 3 at 
drawing 4 . This frame consists of a preamble (Preamble), a sink (Sync), the destination address (Destination Address), a 
source address (Source Address), a protocol type (Protocol Type), data (Data), and FCS (Frame Check Sequence). In this case, 
the diskless client 2 sets it as a protocol type that it is RARP, sets the Media Access Control Address of diskless client 2 self as 
a source address, makes the source IP address in data blank, sets 1 as all the bits of the destination address, and broadcasts by 
making the destination IP address in data unfixed. 

[0013] On the other hand by the boot server 1 side, to the logical block (usually /trivial-file-transfer-protocol-boot) of the 
memory 1 1 in a communication controller 6 The operating system of the diskless client 2 is registered. Moreover, a Media 
Access Control Address makes it a host name and a pair, and is registered into the Media Access Control Address information 
table (usually a /etc/ethers file or an ethers-Network-Information-System map) of memory 1 1. An IP address makes it a host 
name and a pair, and is registered into the IP address information table (usually /etc/hosts file) of memory 1 1 . The 
microcontroller 10 of a communication controller 6 can discriminate an RARP packet now. 

[0014] If the boot server's 1 communication controller 6 is always energized and the frame on the communication line 3 is 
detected, first, a microcontroller 1 0 will discriminate the protocol (Step S 1 of drawing 5 ), and will judge whether a protocol 
type is RARP (Step S2). If an RARP demand will be received by rarpd if it is RARPTEat is, it will judge whether the 48-bit 
Media Access ControLAddress in an RARP demand frame is used as a key, the Media Access Control Address registered into 
this with reference to the Media Access Control Address information table which has registered by making a Media Access 
Control Address into a host name and a pair is compared with the Media Access Control Address of a sending agency (Step 
S3), and there are any congruous things (step S4). If there is a match, it will change into a host name from the corresponding 
Media Access Control Address. Next, the host name is used as a key and it changes into an IP address from a host name further 
with reference to the IP address information table which has registered by making an IP address into a host name and a pair. 
[0015] Then, a microcontroller 10 directs powering on to the power control 5 of drawing 2 through the power control interface 
13 (Step S5). According to the directions, power control 5 switches on a power supply 4 (Step S6). If a power supply 4 is 
switched on, the boot server's 1 operating system will start automatically. 

[00 16] Next, if whether the operating system of the diskless client 2 is registered investigates a microcontroller 10 to the logical 
block of memory 1 1 (Step S7) and it is registered into it, it will carry put the following responses immediately. Namely, in a 
frame as shown in drawing 4 , it sets it as a protocol type that it is RARP. The Media Access Control Address of boot server 1 
self is set as a source address. The source IP address in data is made into the IP address of boot server 1 self. The Media Access 
Control Address of the diskless client 2 acquired as mentioned above to the destination address is set up. It is set as the IP 
address of the diskless client 2 which acquired the destination IP address in data as mentioned above, and an RARP response is 
carried out at the diskless client 2 (Step S8). 

[0017] The diskless client 2 which received this downloads a boot block using the protocol used for a file transfer on the 
communication line 3 from the logical block (usually /tftpboot) of the memory 1 1 in the boot server 1 which saves the 
operation rating program of this client (step S9). The protocol usually used for this download is tftp 
(trivial-file-transfer-protocol). 

[0018] However, although other machines (server) which are performing rarpd carry out an RARP response when the boot 
serverVi operating-system has not started7 since there is no boot block about the diskless client 2 concerned in the machine-a — 
tftp demand is not answered. If it becomes so, the diskless client 2 will broadcast the same demand again. Unless all the 
machine also answers this demand, the diskless client 2 cannot be booted. - 

[0019] Moreover, the operating system of the server 1 which stood up by powering on has the function to investigate 
periodically who logs in to all a subordinate's diskless clients 2 as shown in Step SI 1 of drawing 6 , and SI 2. And if it checks 
that no all of a subordinate's diskless clients 2 log in, a server's 1 operating system directs interception of a power supply 4 to 
power control 5, after it performs shutdown processing automatically (Step S13) (Step S14). Then, a server 1 will be in the 
state of waiting for directions of powering on from a communication controller 6 again. 

[0020] Furthermore, a server's 1 operating system also has the function to detect the self server's 1 abnormalities as shown in 
Step S21 of drawing 7 , and S22. A server's 1 operating system directs interception of a power supply 4 to power control 5, 
after performing shutdown processing immediately (Step S23), if the self server's 1 abnormalities are detected (Step S24). 
Then, a server 1 will be in the state of waiting for directions of powering on from a communication controller 6 again. 
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[0021] 

[Effect of the Invention] According to this invention, a server's power supply can be automatically switched on remote 
moreover at any time only by a client without an operating system trying boot to a server using the usual frame. 
[0022] Moreover, since according to the claim 2 a power supply can be automatically intercepted after carrying out shutdown 
processing automatically if no all of a subordinate's clients log in after a server's powering on, unattended operation and a halt 
of a server are attained. 

[0023] Furthermore, since according to the claim 3 a power supply can be automatically intercepted after carrying out 
shutdown processing automatically at the time of a server's heterology, a server can be taken care of. 



[Translation done.] 
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Japan Patent Office is not responsible for any 
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3. In the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is drawing showing the outline connection composition of a part of communication network with which this 
mvention is applied . 



Drawing 2 



Drawing i 
Drawing 4 



Drawing ^ 
Drawing o' 



It is the block diagram showing a server's composition. 

It is the block diagram showing the example of composition of the communication controller in a server. 
It is the format view of an Ethernet frame sent to a server from a client side. 
It is the flow chart which shows the processing to powering on in a server. 

It is the flow chart which shows processing when no all of a subordinate's clients log in after a server's powering 
on. 

[Drawing 7] It is the flow chart which shows the processing at the time of a server's heterology. 
[Description of Notations] 

1 Server 

2 Client 

3 Communication Line 

4 Power Supply 

5 Power Control 

6 Communication Controller 

10 Microcontroller 

1 1 Memory 
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[0 0 12] 7VX7l>-X77'f7>F2«, 
affl^K3±»C«i|A«04lC^-r±5^7*-Ty F© 
7 W— A (Ethernet Frame) ^D-f 
^Xh-fS. ^©71^-Ali, 7U7>^;i' (Pre 
amb 1 e) iv'>7 (Sync) ifXf-C*— >a 
>7 F UX (Destination Addres 
s) £7-77 FkX (Source Addres 
JO s) t^DhalN^ (Protocol Typ 
e) t.T—9 (Data) tFCS (Frame Ch 
eck Sequence) tTi^SnS. d©i§ 
5^X7l/X7rK7>F2tt, 7nhnj^-f7 
ICRARPTJb^^t^gb, V-77HV7lCxW 
X^l/Xi'7-f7>h2itOMAC7r ! W*lt 
U r-^tWV-XI P7HI/75^atrL, tXt 
-f^-i ^3>7r^X©±t:y KC1*R«U x-^ 
•PCxXx-f*— >a>I P7r ! l^7£^ttT, 7 

40 [0013] -13, 7- Mf-n- rnnrB, amMH 

gBei*!©^^'; 1 I©^a7a>y7 (l«/trlv 
lal-f i le-transfer-protoco 
1 -boo t) x^X7VX75'T7>h2©^ 
U-x^>^XxA*^^n, *fc^^E'J 1 1©M 
A C 7 F UXlfSx-7Jl/ (a^/e tc/ether 
s 77-f flOttte thers-Ne twork-Inf 
o rma t i on-Sy s t emTi/T) 1CMAC7F 
UX^*X h«t»fcl/T«ftS*U 1 1© I P 

7 F l/Xtt S?— 7> etc/hosts7r 
50 -f JW fc I P7Fl/X^XF«t^tCLT§S$nT 



— 519— 



5 

[0014] hu— ;\*- 1 ommmmmm 6 

«Wftf?v» (05OXfyysi) > ^nhn;]^? 
ttRARPTf*539»5*>«»fr* (Xf'^S2) . R 
ARPTfctltf, ^OrarpdtcfcORARPSi 
SS^ftW-at. RARPg^7l/-A>f04 BKy f- 
CDMAC7HW^S*-fcUT, MAC71«l/7S*X 
h«t»Cl/Ta«l/TVi5MAC7l«I/Xtt«x-^ 
JHE#!»U £ftKSfiS«rO>*MAC7Fl<'*ia 
«5£©MAC7HUXt^itKL (Xxy:7S3) . - 

4) „ — &-T5t)©^*n^ gSMf-rSMACT'Fl'X 
#£*Xh£K3g&-r*. 

UT, I P7Hl/X£*Xh«t»tLTS®bT^S 
I P7FW-X'ff«?-^;l/Sr#fl§b, *Xh«a»&5[|c 

I P7Huxi^m-ra <> 

[0 0 15] C©&. T-f^D3>hD-7l 0«; « 

mmm&m-i y?-y^-z 1 3 £^ltei2 ©«g« 

»gB5fc«Ii&A©&S£fT5 (X5^^yS5) . 
om^Cfiev^ *iS^IflgS5^mjS4SSAT5 (X 

f»^s6) . sag4^!SA^n5t, /t- 

[0 0 16] Jfcfc, Y-ffna>hD-5iOB, 
U 1 l©^a^n-y^[CxWX^l'X^7'f7>h2tO 

-T^:t>^, 04tc^-r<fc5^:7k-i s ,lc: 
feWT, ^nhnjl/^-f^tRARPTSS^i^^ 
U V-X7Fl/Xt^-h-y— A*-l I#©MAC7 
KWX&IK6U =f-9*?a>V-7s I P7KU-X*:/- 
h-y— ;\'- l I P7H^xtL, ^X5V*~: 5/ 

3>7HP-X(c:, ±mv>£5lZVTJmis1ty i .<(7>9l' 
X£5K7>h2fflMAC7Fl<'X£tg£U x-** 

Xm% UfcxV X? 7 > I- 2 © I P 7 H l"A 

dSfcjebT. T-fX?kX?7'f7>h-2l:RARP* 

Uf ^S8) . 

[ 0 0 17 ] ^nSSitHofcr^Xi' kX* ?<* 7> 

*ff#LTv»s^-MJ— yt-ific^^y i i©»8 

OMf/t f t pboo t) 0>6.'afiiB&3 

Ds/^S^>n-Hf-5 ttf77'S9) „ Z(D#<y 
>a-Htcamffl^-57 r Dhn;i,tt, t f t p (tri 
vial-fi le-transfer-protoc 
o 1) T$S„ 

[00 18] tZZtf. n-lO^W— r 



(4) #H¥7-3 0 5 6 5 

W >^->X'rAd^-S±^oTH&Vi<i:^t« > r a r 
pd^HfrUTV^ffiroT^^ (U—A*-) AJRARP 
-tcDTi^lCttSKT^X^l-X^-f 7 
>h2l'H-r^^-h^Ds/^*%^G)T, tf tpl 
3£fOSSgL£V>. -^ftSt, X^X^-f 7> 
h2tt(Bli;i|^^Hg^n-H^rXhTS. ELORjji 
££©'?>'>fcJt;£l,fcV>£, xVX^X^5'f7> 

[0 0 19] Sft, fm&XlZ&Vttliifi^tt-rt 
ID -l©t^l/-T^ >^vX^A(i, ET«£T0xV 
7>9VW9'tT>}>2X&t\ss i6©Xfy7Sll 
• S 1 2 tC:*i-£5fcii#a^>LTV>£©^£IHl$ 

>^>X-rAli. ffiT®^TK)xWX^^X^ 
7 > h 2 © ^fnfc n ff-i y bT VV&V* £ t fcfllig 

y^S 1 3) , *Ef&I»8fi5K:*fLT*ilg4©K!ff« 
Ji^TS ttr77*S14) . £©&, -9— A-UJ3 

[00203 Mir, -y— n-i©^i^-x-o^x 

TAB, !3 7©X^!y^S2 1 • S 2 2 tHiSt-J^ti 

-a*- i u-x-f >^->xfAii, ae©-y— m 

-l©=&3r&&itiLfc£, lf6C3/Yy ^f^awas 
ff-^fc:^ Uf'^S 2 3) % «H«fP8«5C*fbT 
WMoasUfSJfwf* (Xfy7"S2 4) , £©&, 
D* — A* — 1 ttBtfafiUffigB 6 ft&®«H8A<Z>Jfa% 

50 [0 0 2 1] 

xA^^V>^^-f7>h^ aS©7V-AS^ffl 
LT-9— H-\ZM h*K^5fc*^-C, -y— A*- 

©««ftaii8«ifcu*t>s»i»wfcaAi-45 z. 
[0022] »*JS2tc±n& -9— n-©«as 

«ag*s«i&«jfc3fi»ri*^^©T. -y— A-©iagte. 
40 &±.tmm\ztz%. 

[0 0 2 3] MC, i*B3CJ;ntf, 

[013 *55Kd<affl$n4a««©-i!©«s»iBm 

[02] -y— /t-©«WESS^-^ny^HT»*. 

[® 3 ] *- n-tommm&mmmom&m&m'r-fn 

50 [04] ^7<7>hfiJA^-y-A*-^5-f— 
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